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ITepedensb cokpaieHUM PykoBojacTBO pazpaboTynka

X-IDBox

IlepeyeHb coOKpaleHU

NHH —  WACHTU(UKAIIMOHHBIA HOMEP HaJOroIIaTeIbIITuKa
CK31 — CpEeICTBO KpunTorpapuieckom 3ammTsl HHPOpMAITUU
CHUWJIC — CTPaxOBOM HOMEpP MHIAMBHUAYAJIBHOIO JINLIEBOTO CYETA
p4 1| —  YIOCTOBEPSAIOLINN LIEHTP

oIl —  DJICKTPOHHAs MOJMUCH

). DBOX 3



ITepeyeHb TEpMUHOB

PykoBoacTBO pa3paboTumnka

Y 10CTOBEPAIOIINI —
LEHTP

DJIEKTpOHHAs —
MOAUCH

¥ DBOX

X-IDBox

IlepeyeHb TEPMHUHOB

IOPUIUYECKOE JMLIO0 WIN VH/IMBU1yaJIbHBIHI
OpeIIpUHUMATENNb,  OCYIIECTBISAIOMIME  (YHKIUH IO
CO3/IaHMI0 M BbIIaYe CEPTU(PHUKATOB KIIOUYEH MPOBEPKHU
ANIEKTPOHHBIX ~TOJMHUCEH, a Takke UHbIE (YHKIIHH,
npeaycmoTpeHHbsie denepanbHbiM 3akoHOM OT 06.04.2011
Ne 63-03

uHpopMaluss B DJJEKTPOHHOM  ¢opMme,  KoTOpas
OPUCOEINHEHA K Jpyrod HHQOpMAUUU B 3JIEKTPOHHON
¢opme (moamuchiBaeMoW UHGOpPMALMU) WIM HHBIM
oOpa3oM cBsi3aHa € Takol WHQpOPMALIMEN U KOTOpasd
UCIIONB3YETCSl Il ONpENeNICHUs JIMIA, MMOJIUCHIBAIOLIETO
nH(popmanuio



[Tonyuenue nanubix uz 11 PykoBojcTBO pazpaboTunka

X-IDBox
1. Tlosxyyenue nanubix u3 11

Hwms pecypca: /crypto/api/vl/cryptos/get-signature-info

Metoa: POST

HTTP-3aronoBkmu:

— Content-Type: application/json

1.1. /lanHble B 3ampoce

Onucanue JaHHBIX B 3aMpoce IpuBeAeHO B Taduie 1.

Ta6nuna 1 — JlanHblie B 3ampoce

H T

IMapameTtp ASBATIE M O6sarensrocts Onucanue
napaMerpa AAHHBIX

OI1 B hopmare base64 signature Crpoka | [la OI1 B hopmare base64

1.2. JlaHHBIEe B OTBeTE HA 3aMpPOC

B ciydae ycnemHoro BBINOJIHEHHUS 3alpoca BO3BPAILAETCA OTBET, CTPYKTypa

KOTOPOTO MpUBE/eHa B Ta0HIIe 2.

Ta6numa 2 — JlanHbIe B OTBETE Ha 3aIpoC

Ha3Banmue Tun
ITapamerp Oo0s3aTeIbHOCTD Onucanne
napamMerpa | JaHHBIX
HaumenoBanue V1] publisher Crpoka | [a Haumenopanue V11,
KOTOpPBIN BbIIA
cepTUdUKaAT
CepuitHblii HOMEp serialNumber Llenoe | [a CepwuitHblii HOMEP
ceprtuduxaTa YUCIIO0 ceptudukara B
JIECATUIHON CHUCTEME
CUHCTICHUS
NHH inn Crpoka | Her WNHH Bnagensna
cepTudUKaTa
CHUJIC snils Crpoka | Her CHWMJIC Bnanmensna
ceprudukara
Iemouka V1] parentCertificati | Maccus | Her Iemouka V1]
cepTuduKaTa onAuthoritiesInf cepTuduKaTa
0S

¥ DBOX



[Tonyuenue nanubix uz 11 PykoBojcTBO pazpaboTunka

X-IDBox
Ha3Banmue Tun
IHapamerp O0s13aTEJILHOCTD Onucanue
napaMerpa | IaHHBIX
Haumenosanne V1] publisher Crpoka | [la Haumenosanue VI,

KOTOpPBIN BbIJAT
ceptuduKar, u3
LICITOYKH

CepTU(HUKATOB
Cepuiinbiii HoMep Y11 | serialNumber Llenoe | [a Cepuitnbiii Homep Y]
cepTudukara YHCIIO cepTudUKaTa B

,Z[CCHTH‘IHOﬁ CHUCTEMC
CUHCJICHUA

1.3. Tlpumep BbINOJHEHHS 3aNPOCca

3armpoc:

POST http://{{host}}/crypto/api/vl/cryptos/get-
signature-info
Content-Type: application/json

"signature":
"MIICzTCCANggAwIBAGITIGAAY1bCgnMX+VcBhAAAAABIVIAKBggq
hOMHAQEDAJARMQO8wWDQYDVQQODEWZDQS1EQIMwHhcNMJQwNDIOMTIyN
JMxWhcNMJUwNzIOMTIzNJMxWJBVMR8WHQYDVQODHhYEHWQ1BETEQA
AgBBS8ENQRCBEAEPgQYMROWGAYIKoUDA4EDAQESDDcxN]JQyMDQ20Dc
WwNDEWMBQGBSgFAZ2Q0DEgs4NTczMTI1IN] IxOTBmMB8GCCgFAwWCBAQERB
MBMGByqgFAwWICJAAGCCgFAWCBAQICAOMABECTKmATZ /NOatknhTi+D
uIDyDI9CSS2tMIRQgYZBa2bRANC7RINseX+KZX+EvBsbSoSZPFIcNNw
mk1jKlbgzhnYW304IBX]JCCAVoOwEWYDVRO1BAWWCgYIKwYBBQUHAWI
wCwYDVROPBAQDAgTWMBOGA1UdADgOQWBBTMSEh6L6LFyGpmr /ToPPsm
0T/yajAfBgNVHSMEGDAWGBQF08gVLikzeC5WFybN3bHf5GCM/DBsB
gNVHRB8EZTBJMGGgX6Bdhi50dHRWO18vY2EuZGNzLmluZm9zzZWMucn
UvQ2VydEVucm9sbCO9DQS1EQIMuY3JshitodHRwO18vY2FkY3MuaXR
zb2MucnUvQ2VydEVucm9sbCODQS1EQIMuY3JsMIGHBggrBgEFBQCB
AQR7TMHKkwTAYIKwYBBQUHMAKGQGhOdHAGLYy9]YS5kY3MuaWbmb3N1Y
y5ydSODZXIORWSyb2xsL2NhImRjcySpbmZvc2V]LnJ1X0ONBLURDUy
55cnOwKQYIKwYBBQUHMAGGHWhOdHAGLY9]JYS5kY3MuaWosmb3N1Yy5
ydS9vY3NwMAOGCCgFAWCBAQMCAOEACMCWTQVTgRoeAyNwI9sCglSZJ
4TnXspUwDXkzi1lui3yF7qFYUQ104b0nPnamz7nMizuXlu+Lvg++HO
0iD7Ta5Vg==""

). DBOX 6



[Tonyuenune ganubix u3 Ol PykoBojcTBO pazpaboTunka

X-IDBox

OrtBerT:

Content-Type: application/json

"publisher": "CA-DCS",
"serialNumber":
758225468794098591223375761336203232212443990,
"certValidTo": "2025-07-24T12:36:31z",
"certOwner": "Illerp IleTpos",
"inn": "716420468704",
"snils": "85731256219",
"parentCertificationAuthoritiesInfos": [
{
"publisher": "CA-DCS",
"serialNumber":
139722319546893040937772127543483520135
}

¥ DBOX



[Tposepka nogmuuHocTH D11 PykoBojcTBO pazpaboTunka

X-IDBox
2. IIpoBepka nmoguaHocT 11
Hwms pecypca: /crypto/api/vl/cryptos/validate-signature
Metoa: POST
HTTP-3arosioBku:
— Content-Type: application/json
2.1. JlaHHble B 3ampoce
Ornrcanue JaHHBIX B 3alpoce MPUBEICHO B TabuIe 3.
Tabmuma 3 — JlanHbie B 3ampoce
H T
IMapameTtp ASBATIE M O6ssarensrocts Onucanue
napamMeTrpa | JaHHBIX
Hannbie B popmare data Crpoka | lla Jlannbie B hopmate
base64 base64, KoTopbIe
OBLITM TIOANTUCAHBI
OI1 B popmare base64 signature Crpoka | [la OI1 B popmare base64

2.2. Bo3MoKkHBIE OIIHOKH

B CJIy4a€ BO3HHMKHOBCHMU:A OINOKHU IIpX BBIIIOJIHCHHUHN 3aIIpOCa BO3BPAIIACTCA

OTBET, CTPYKTypa KOTOPOTO NMpUBejcHa B Tabule 4.

Ta6nuna 4 — JlanHbie omMOKY BBITIOTHEHUS 3aipoca

HasBanmue Tun
IMapamerp Onucanue
napaMerpa JAAHHBIX
Tun ommOku type Crtpoka | Tun ommOku
WNudopmanus o6 ommbke | message Crpoka | Mudopmanus o6 ommobke

2.3. Ilpumep BbINOJHEHUS 3aMpoca

3armpoc:

POST http://{{host}}/crypto/api/vl/cryptos/validate-
signature

Content-Type: application/json

¥ DBOX




[Tposepka nogmuuHocTH D11 PykoBojcTBO pazpaboTunka

X-IDBox

"data": "MJAyMSOwN10wM1lQxNDozOTozMS4xODI3ODRa",
"signature":
"MITIJAYJKoOZIhvcNAQcCoIIIFTCCCBECAQEXDDAKBggghQMHAQEC
AJALBgkghkiG9wOBBwGgggV8MITICczCCAIKgAWIBAgIQNOGIgvUSp
7JK1E494ALgPDAIBgYqhQMCAgGMwEzEJMCEGCSQGSIb3DQEJARYUC3
VwcG9ydEBjcnlwdGOwem8ucnUxCzAJBgNVBAYTA1JVMQ8wDQYDVQQ
HEwZNb3Njb3cxFzAVBgNVBAOTDkNSWVBUTYy1QUk8gTExDMSEWHWYD
VOODExXhDU11QVE8tUFJPIFR1c3QgQ2VudGVyIDIwWHhcNMTkwNT I3M
DcyNDI2WhcNMjQwNTI2MDczNDAIWIB/MSMwIQYJKoZIhveNAQkBFEFh
RzdXBwb3J0QGNyeXB0b3Byby5ydTELMAKGAIUEBhMCU1UxDzANBgN
VBACTBk1vc2NvdzEXMBUGA1UEChMOQ1JZUFRPLVBSTyBMTEMxITAT
BgNVBAMTGENSWVBUTy1QUk8gVGVzdCBDZW50ZXIgMjBjMBwGBigFA
wICEzZASBgcghQMCAiMBBgcghQMCAh4BAOMABEAUNXYEQKt2UTufY]
uURxLy8yaxgLGdow0OUF7uaoyi7V6e3vCI9ImBM1KzK8fK4G3KBNYrs9c
R/sPD1128Gxvze80503gwdjALBgNVHQ8EBAMCAYYwWDwWYDVROTAQH/
BAUWAWEB/zAdBgNVHQA4EFgQUTOM+FGnv7F161StfEf43MhZJVSswE
gYJKwYBBAGCNxUBBAUCAWEAATA]BgkrBgEEAYI3FQIEFgQUBGJIVKQ
sOsc3ReX2auMgfazZ42h/MwCAYGKoUDAGIDAOEAxMWy1lbE7f6E0KOP
uc3PyatD2al4dXxF1Wnt1EU8Dnxbl73741WCFSnD7t/E4GQ/H1QV4p
GWcCJLs]3eSuWEpaSDCCAWEWggKwoAMCAQICEXIAVDIWXpkZYQgjAZ
9gAAQBUMhYWCAYGKoUDAgIDMH8xIzAhBgkghkiGOwOBCQEWFHNI1cH
BvcnRAY3J5cHRvcHIVLNI1IMOswCQYDVQOGEwWJSVTEPMAOGA1UEBxM
GTWI9zY293MRcwFQYDVQOKEwWSDU11QVES8tUFJPIExXMQzEhMB8GA1UE
AxXMYQ1JZUFRPLVBSTyYBUZXNOIENI1bnR1ciAyMB4XDTIxMDUyNzEOM
TUWNFoXDTIxMDgyNzEOM]jUWNFowGzEZMBCGA1UEAWWQVGVZzdCBDZX
JO0aWZpY2F0ZTBmMB8GCCgFAwCBAQEBMBMGBygFAWICJAAGCCgFAwWC
BAQICAOMABEDh/POfTcZ7¢cv20Gk8rMvEZOFkTkrsDzT87hsgH3 90+
SW7/4FFP2NEUNCw/pKAMiWyzB5EhR6EWINBrTkCYZn2IT0o4IRYjJCCA
V4wDwYDVROPAQH/BAUDAWfwADAABgGNVHQ4EFgQU1AMG+JIT3WDb21 9
HY7EImMWTO3QdcwHwYDVROJBBgwFOAUTOM+FGnv7F161StfEf43MhZ
JVSswXAYDVROEfBFUwUzBRoOE+gTYZLaHROcDovL3R1c3R]jYS5jcnlw
dGOwcm8ucnUvQ2VydEVucm9sbCO9DUL1QVEStUFJPITIwVGVzdCUyM
EN1bnR1ciUyMDIoMSkuY3JsMIGsBggrBgEFBQCcBAQSBnzCBnDBkBg
grBgEFBQcwA0ZYaHROcDovL3R1c3RJYS5]jcnlwdGOwem8ucnUvQ2V
ydEVucm9sbCO90ZXNOLWNhLTIwWMTRfQ1JZUFRPLVBSTyUyMFR1c3Q1
MjBDZW50ZXI1MjAyKDEpLmNydDAOBggrBgEFBQcwAYYoaHROcDovL
3R1c3RjYS5jcnlwdGOwem8ucnUvb2NzcCOvY3NwLNNyZJAIBgYghQ
MCAgMDQQDxkObS1FidWXPEk+8AIMU/JJIFnjp3PVKSPEZnX71USESS
DejglcRudsgtiEtG)tQDFkxp6BOCikjm+UwiCnys9MYICbzCCAmsC

). DBOX 9



[TpoBepka nmogymmHaHOCTH D11 PykoBojcTBO pazpaboTunka

X-IDBox

AQEwgZYwfzEJMCEGCSgGSIb3DQEJARYUc3VwcG9ydEBjcnlwdGOwe
m8ucnUxCzAJBgNVBAYTA1JVMQ8wWDQYDVQQOHEWZNLb3NJb3cxFzAVBg
NVBAOTDkKkNSWVBUTy1QUk8gTEXDMSEwWHWYDVQQDExhDU11QVES8tUFJ
PIFR1c3QgQ2VudGVyIDICEXIAVDIWXpkZYqjAZIGAAQBUMhYWCGY T
KoUDBWEBAGKgggFxMBgGCSQGSIb3DQEJAZELBgkghkiGI9wOBBwWEwWH
AYJKoZIhvcNAQkFMQOS8XDTIxMDYWMJEOMzkONI1owHQYKKwYBBAGCN1
gCATEPBA1EL2N1bWVuUdCBOYW11MC8GCSgGSIb3DQEJBDEiIBCCjYbo
OMi1i4hKC1DIUab8uXI+5ejpYUiPQsjFGXvI9JInFZzCB5gYLKoZIhveN
AQkQA18xgdYwgdMwgdAwgcOwCgYIKoUDBWEBAGIEIMgxGgzGP2BMA
JkgzkciyPNEH14r4TrnL/WQ/h513iDoMIGcMIGEPIGBMH8xIzAhBg
kaghkiGOwOBCQEWFHN1cHBvCcnRAY3J5cHRVCHIVLNJI1IMQswCQYDVQQ
GEwJSVTEPMAOGA1UEBxXMGTWIzY293MRCcwFQYDVQQKEWSDUL1QVES8t
UFJPIEXMQzEhMBS8GAIUEAxXMYQ1JZUFRPLVBSTYBUZXNOIENI1bnRI1cC
1AYyAhMSAFQyF16ZGWKowGEfYAAEAVDIWMAOGCCgFAWCBAQEBBEAGA Y
Z1+1lmWLzltaVt7knyddyFVdtH5ahlwIShQaJKH2 fMWn3dUaLLAzx/
JnPapriGKE4Z3Cprm/vC7QD8NZMsw"

}

OmmbKa BBIMOJHEHUS 3aIpoca;

Content-Type: application/json

"type": "SignatureNotVerifiedException",
"message": "signature invalid"
}
&
¥ DBOX

10



Coznianue orcoenuHenHom 11 PykoBojcTBO pazpaboTunka

X-IDBox
3. Co3nanue orcoenuHenHoi 11
Hwms pecypca: /crypto/api/vl/cryptos/sign
Metoa: POST
HTTP-3aronosku:
— Content-Type: application/json
3.1. JlanHble B 3ampoce
Omnucanne JaHHBIX B 3aIIPpOCC IIPUBCACHO B T&6J’IHH€ 5.
Tabnuna 5 — JlanHble B 3ampoce
HasBanmue Tun
IMapameTtp O0s3aTeIbHOCTD Onucanue
napamMeTrpa | JaHHBIX
JlaHHbIE, KOTOpBIE data Crpoka | lla JlaHHBIE, KOTOpBIE
HE00X0IMMO MOANNCATh HE00X0JMMO
HIOANKUCATh
Wnentudukarop certificateAlias | Ctpoka | Her Wnentudukartop
cepThdHKaTa cepTudUKaTa,
KOTOPBIM
HEo0X0IMMO

IIPOU3BECTH MOAIHUCH.
Ecnu He yka3biBaeTcs,
TO HUCIIOJIb3YETCS
ceptudukar mno
YMOJTYaHUI0, KOTOPBIH
olnpezensercs
CEPBHCOM,
peanuzytouum CK3U

3.2. JlaHHBIe B OTBeTe HA 3aMpoc

B ciydae ycnemHoro BBINOJIHEHHUS 3alpoca BO3BPAILAETCA OTBET, CTPYKTypa

KOTOPOTO MpuBe/eHa B TadmIie 6.

&
¥ DBOX 1



Coznianue orcoenuHenHom 11 PykoBojcTBO pazpaboTunka

X-IDBox
Tabnuma 6 — JlaHHbIC B OTBETE HA 3aMPOC
Ha3sBanmue Tun
IapameTtp Oo0s3aTeIbHOCTH Onucanue
napamMerpa | JaHHBIX
OII B hopmare base64 signature Crpoka | [a Cosznannas OI1 B
¢dopmare base64

3.3. IIpumep BbINOJHeHHS 3aIpoca

3ampoc:

POST http://{{host}}/crypto/api/vl/cryptos/sign
Content-Type: application/json

"data": "4 xouy oTo3BaTh cepTtTudbuxkatr" ,
"certificateAlias": "te-d9427172-de30-442b-98cl-
13258007374a"
}
Ortser:

Content-Type: application/json

"signature":
"MIAGCSQGSIb3DQEHAGCAMIACAQExDAMBggqhQMHAQECAGUAMIAG
CSQGSIb3DQEHAaCAJIAEMACV\r\nINGFOL7Rh9GDINC+0YLQvVtC30
LLOsSNGCOYwgO0YHQtdGAOYLQUNGEOLjQutCwOYIAAAAAAACGGDCC\
\nAOwwggL50AMCAQICEYIAAGSwyngRhselkZkAAAAAZLAWCgYIKoU
DBWEBAWIWETEPMAOGAIUEAXMG\r\nQOEtRENTMB4XDTIOMDQyNzEx
M3jI10VoXDTI1IMDcyNzExMzI10VowgdMxFDASBgGNVBAMTC3R1c3Qg\
r\nY2VydCAzMRwwGgYJKoZIhvcNAQkBFglpc2ZrQGVtYW1lsLnJ1MQ
OwCwYDVQQJIEWROZXNOMQOwCWYD\ r\nVQOKEWR0OZXNOMQOwCwYDVQQ
LEwROZXNOMRUwEwWYDVQQOHHgwEHAQ+BEEEOgQyBDAXGzZAZBgNVBAge
\r\nEgA3ADCATIAQCcBD4EQQQ6BDIEMDELMAKGAIUERhMCUlUXFTATB
gUghQNkBBIKNzcxMDU20Dc2MDEY\ r \nMBYGBSqQFA2QBEg0xMDQ3Nz
k3MDES50DMwMGYwWHwWYIKOUDBWEBAQEWEWYHKOUDAGIkKkAAYIKoOUDBWE
B\r\nAgIDQWAEQLGGmM+zMP+uDSOCOJ8dpVm4 6BsmMUYhSDM4OppaQ
0Gi/BECOauDAKoIkUHsZkJiu27s9\r\nrncOifcicn7/md47sWk5ajg
gFeMIIBWjATBgNVHSUEDDAKBgGrBgEFBQCcDAZALBGNVHQ8EBAMCRBP
Aw\r\nHQYDVROOBBYEFEzMCPhHW1XaUcTidg6DAoy0+NkPMB8GA1U

&
¥ DBOX 12



Coznianue orcoenuHenHom 11 PykoBojcTBO pazpaboTunka

X-IDBox

dIwWQYMBaAFAXTyBUUKTN4L1YXJs3d\r\nsd/kYIz8MGwGA1UdHwWR1
MGMwYaBfoF2GLmhOdHAG6Ly9]YS5kY3MuaWbmb3N1Yy5ydS9DZXJOR
W5y\r\nb2xsLONBLURDUyY57jcmyGK2h0dHA6Ly 93 YWR] cy5SpdHNVY Y
5ydS9DZXJI0ORWS5yb2xsLONBLURDUyS5J\r\ncmwwgYcGCCsGAQUFBWE
BBHsweTBMBggrBgEFBQcwA0oZAaHROcDovL2NhLmRjcySpbmZvc2V]
LnJ1I\r\nLON1lcnRFbnJvbGwvY2EuZGNzLmluZm9zZWMucnVEQOELtR
ENTLmNydDApBggrBgEFBQcwAYYdaHRO\r\ncDovL2NhLmRjcy5S5pbm
Zvc2ViLnd1lL29)c3AwCgYIKoUDBWEBAWIDQOBCS5xTI10OFaNuyQEUO]
kKbAW\r\nL6DzDyJt561w7DY7J6yUT+zreOqgIl2gKgo7nN29QAZFCP
H551m69+btACTgsEzubiAAAXggFSMIIB\r\ndQIBATAOMBEXDZANRB
gNVBAMTBKNBLURDUwITIgGAAZLDKepGGx 7TWRMQAAAABksDAMBggghQ
MHAQEC\r\nAgUAOIHpMBgGCSgGSIb3DQEJAZELRBgkghkiGO9wOBBWE
WKQYJKoZIhvcNAQkOMRwwGJAMBggghQMH\ r \nAQECAgUACQOGCCgF
AwCBAQEBMC8GCSgGSIb3DQEJBDEiIBCDk2DF6AzNeLXWeYxs//B6XG
mU4Wegb\r\ncDuZ2xnP6prgMjBxBgsghkiGI9wOBCRACLZzFiMGAWX]
BcMAOGCCQFAWCBAQICBCBJI819RP63zE8Uc\r\nK+3a3miYWFftv+qg
T6D3PsuZyh801RJAsSMBWKEzZARMO8WDQYDVQQODEWZDQS1EQIMCEYIA
AGSwyngR\r\nhselkZkAAAAAZLAWCGY IKOUDBWEBAQEEQH1p9GKHe
/3FKy5+aGbv+L7YaHAb34JtGTZ1A0SsovzE\r\nnIQhD72G12kH4RB
hyM0eUnX1ZwU856JRAYInKyZ/rsROAAAAAAAA=""

}

4
¥ DBOX 13



JlucT perucrpaiiuu n3MeHEeHU N

PykoBojcTBO pazpaboTunka

JIuer perucTpanuu u3MeHEeHU

X-IDBox

Bepcus

N3menenns

1.0.0

Havansnas Bepcus

1.0.1

1.0.2

1.0.3

1.04
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¥ DBOX
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